
 
 
 
 
 

 
 
 
 

 
Howitt Benefit Services is pleased to provide you with periodic updates on benefit trends and legislative 
updates.  As part of our valuable services, we want to ensure that you are in compliance and well-
informed of the ongoing changes in our industry. 
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In this BenAlert: 
 - HITECH Proposed Interim Final Rule – Breach Notifications 

 

 
The American Recovery and Reinvestment Act of 2009 made several changes to the HIPAA 
privacy rules—including adding a requirement for notice to affected individuals of any breach of 
unsecured protected health information. On September 23, 2009, the interim final rule from the 
Department of Health and Human Services (HHS) goes into effect. This Ben Alert summarizes the 
Ruling. HHS has stated that while it expects covered entities to comply with this Rule as of 
September 23, it will not impose sanctions for failure to provide the required notifications for 
breaches discovered through February 22, 2010. Instead, during such period it will work with 
covered entities to achieve compliance through technical assistance and voluntary corrective 
action.  Please read the entire Alert to understand what your organization must do to comply. 
 

HITECH Proposed Interim Final Rule 
Breach Notifications 

September 22, 2009 

 
The Department of Health and Human Services (HHS) has released its proposed Interim Final Rule requiring 
Covered Entities and their Business Associates to provide notices of breaches of unsecured protected health 
information. Although this interim final rule takes effect on September 23, 2009, HHS states that it will not 
impose sanctions for failure to comply with the required notifications for breaches discovered over the next 
six months, to allow Covered Entities and their Business Associates time to implement the procedures 
necessary to achieve compliance with the Interim Rule. Additionally, HHS has established a comment period 
on the proposed rule through October 23, 2009. 
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Background 
On April 29, 2009 we published a discussion of the Health Information Technology for Economic and Clinical 
Health Act (HITECH) and its proposed regulations for breaches involving unsecured Protected Health 
Information (Legislative Update 2009-10). HHS issued the 30 page release augmenting its initial proposed 
regulations on August 24, 2009. 
 
Discussion 

1. Who is Subject to the Rules. Covered Entities (health plans, health care clearing houses, and health 
care providers) who transmit any health information electronically in connection with a covered 
transaction and Business Associates who perform functions and activities on behalf of, or certain 
services for, a Covered Entity that involves the use or disclosure of individually identifiable health 
information (e.g. third party administrators, pharmacy benefit managers, claim billing companies, 
actuaries, etc. whose duties require access to protected health information). 

2. Who is Not Subject to the Rules. Employers / Plan Sponsors who do not receive group health plan 
protected health information (PHI) electronically, by paper, or orally. 

3. What is “Unsecured Protected Health Information”? Generally speaking it is PHI that is not 
secured. According to the new guidance, to be secured HHS requires the information to be 
unusable, unreadable, or indecipherable such as by encryption under specific standards adopted 
by the National Institutes of Standards and Technology (NIST), or be completely destroyed to be 
considered “secure”. 

Information, by definition in the new guidance, includes: paper, information in use, information 
transferred internally, or information that has been redacted or aggregated but not fully de-
identified. 

4. What Constitutes a “Breach”. HHS rules state that a breach will occur if all four of the following 
requirements are met: 

a. Unsecured. The information involved is not encrypted or fully destroyed; 
b. Unauthorized. Information was used or disclosed in an unauthorized manner in violation of 

the HIPAA Privacy Rules. You may recall that HIPAA’s Privacy Rules permit Covered Entities 
and Business Associates to use PHI for purposes of treatment, payment, or health care 
operations. In other words, if the information is being used for any other purpose, it is 
“unauthorized”. Additionally, the HIPAA Privacy Rules require that only the minimum 
necessary information be used. 

c. Risk of Harm. The use or disclosure poses a significant risk of financial, reputational, or 
other harm to the individual. Covered Entities and Business Associates must determine if 
there is serious risk here. Not all breaches pose a serious risk. 

d. Exceptions. The HITECH statute provides three exceptions: 
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• Unintentional access by a Covered Entity or Business Associate in good faith and 
within the employee’s course and scope of employment. 

• Inadvertent one time disclosure between Covered Entity or Business Associate 
work force members (workforce member means employee, volunteer, trainees, 
etc. whether paid or unpaid). 

• The recipient wouldn’t reasonably have been able to retain the information. 
5. What are the New Breach Notification Rules: 

a. Timelines. The Covered Entity must provide written notice to all affected individuals no 
later than 60 days from the date of discovery. The rules define “discovery” as the first day 
the breach is known by a member of the workforce or should have been known by 
reasonable diligence. Business Associates must notify the Covered Entity, who then must 
provide the actual notice. 

b. Method of Delivery. The guidance requires written notice by first class mail to the last 
known address; or, if the individual has agreed to an electronic notice and not revoked 
such an agreement, the Covered Entity may send it electronically. 

c. Next of Kin. We stated in our earlier update (2009-10) the Covered Entity must send the 
notice to next of kin or personal representative if the Entity has the address on file. 

d. Obsolete Address Information. In the event the address information is obsolete on less 
than 10 individuals, then the Entity may use an alternate method of notice or even provide 
notice by telephone. If the information is obsolete on more than 10 individuals, then the 
Entity may put a conspicuous posting on the company website for a period of 90 days or 
place a conspicuous notice including a toll free contact number in major print or broadcast 
media in the geographic area the individual most likely resides. 

e. Urgent Situations. In urgent (risk of misuse) situations, the Interim Final Rule states the 
Entity may provide notice by telephone. 

f. 500 or More Affected Individuals. For a breach involving 500 or more individuals in a state, 
the Entity must notify prominent media without unreasonable delay and within 60 
calendar days. 

g. Notification of the Secretary of HHS. For breaches involving 500 or more individuals, the 
notice to the Secretary must be simultaneous with the notice to individuals. For breaches 
involving less than 500 individuals, the Entity must maintain a log or other documentation 
and notify the Secretary no later than 60 days following the calendar year for breaches 
occurring in the preceding calendar year. 

6. Notice Contents. The Interim Final Rule requires notices to contain the following elements: 
a. A brief description of the breach including the date of breach and the date of its discovery; 
b. A description of the types of PHI involved (e.g. name, SSNs, dates of birth, etc.); 
c. Any steps the individual can take to protect him/herself from potential harm; 
d. A brief description of what the Entity is doing to investigate, mitigate the harm and protect 
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against further breaches; 
e. A contact number, email address, website, or postal address for questions or requests for 

additional information; and, 
f. Written in plain language. 

7. Business Associate Obligations.  If a Business Associate discovers a breach, the Associate’s first 
obligation is to notify the Covered Entity. The Associate must do so within 60 days of discovery and 
without unreasonable delay. The notice to the Covered Entity shall include as best as possible the 
identification of all affected individuals and any other available information that the Covered entity 
needs to include in its notice to individuals. 

8. Law Enforcement Delay. If publication of the notice of breach will impede a criminal investigation 
or cause damage to national security, the Covered Entity may delay notice based on the written or 
oral statement of a law enforcement official. If it is written, then the delay is as specified in the 
statement. If it is oral, the delay can be up to 30 days from the date of the oral statement. 

 
Action Plan 
Employers / Plan Sponsors as well as their Business Associates should perform a risk assessment involving all 
unsecured personal identifiable health information emanating from or produced by the underlying health 
plan or from other health plan related sources, if any. In the event that you are subject to the Privacy Rules 
(e.g. Privacy Officers, etc.), we recommend that you complete the following over the next six months: 

1. Securitize any unsecured PHI using the NIST rules or similar process; 
2. Update your written HIPAA policies and procedures to meet the new HITECH standards; 
3. Establish and maintain a breach log; 
4. Revise HIPAA training materials;, and, 
5. Revise Business Associate Agreements to reflect the Interim Final Rule including the procedure to 

follow in the event of a breach discovered by the Business Associate. 
 
State laws 
California has its own HIPAA privacy laws including the recently enacted (SB 541 and AB 211) which apply 
mostly to providers and clinical settings). It also has a website at http://www.ohi.ca.gov/calohi/Default.aspx 
(Office of Health Information Integrity (CalOHII)) for the support of HHS’s health information exchange 
initiatives. Federal law will not pre-empt state law unless and to the extent they are contrary to the HIPAA 
requirements. 
 

***** 
Howitt Benefit Services (HBS) is not an attorney firm and HBS is not giving legal advice or interpreting the HHS code. 
 
This update is published as an information source for our clients and colleagues.  It is general in nature and not a 
substitute for legal advice or an opinion on a particular case. 
 
For more information, contact us at www.howittins.com or at 1-866-445-1550. 




